NI
CISCO

Router Initialization steps




A

Router Initialization Steps.

POST

loading Bootstrap program from ROM into RAM.
Loading 10S image into RAM.

Loading Configuration file into RAM.

= After POST is done the bootstrap program is loaded from
ROM Into RAM to be executed

= The mainjob of bootstrap program is HOW to get the
|OS loaded into RAM.




Router CPU and Memory

= CPU

—Executes operating system instructions
= RAM

—running copy of configuration file.

—routing table
—ARP cache

Read-only memory (ROM)
—POST used when router is powered up.
—Router’s bootstrap program
—Scaled down version of operating system 10S

Non-volatile RAM (NVRAM)

—Stores startup configuration. (including IP addresses, Routing
protocol)

Flash memory - Contains the operating system (Cisco 10S)



Router Bootup Process

1. ROM POST Perform POST
2. ROM Boostrap Load Bootstrap
3.

Locate and load
" Operating system
5.

Locate and load
6 configuration file

or
enter setup mode




Bootup Process
Step 1. POST (Power On Self Test)

= Executes diagnostics from ROM on several hardware
components, including the CPU,RAM, NVRAM

Step 2: Loading Bootstrap Program

= Copied from ROM into RAM

= Executed by CPU

= Maintask is to locatethe Cisco I0S and load it into RAM
Step 3: Locating the IOS

= Typically stored in flash memory, but it can be stored in other
places such as a TFTP server.

= If a full IOS image cannot be located, a scaled-down version
of the IOS is copied from ROM

= This version of I0S is used to help diagnose any problems
and to try to load a complete version of the IOS into RAM.




Boot up Process

Step 4: Loading the 10S
= Some of the older Cisco routers ran the 10S directly from flash
= Current models copy the IOS into RAM for execution

= Might see a string of pound signs (#) while the image
decompresses.

Step 5: Locating the Config File

= Bootstrap program searches for the startup configuration file
(startup-config), in NVRAM.

= This file has the previously saved configuration commands and
parameters,

Step 6: Loading the Config File

= If a startup configuration file is found in NVRAM, the 10S loads it
into RAM as the running-config file and executes the commands.

= |f the startup configuration file cannot be located, prompt the user
to enter setup mode



Step In Router Initialization

ROM

Flash

TFTP Server

ROM

NVRAM

TFTP Server

Console

—> Bootstrap Load bootstrap
E— Cisco
Internetwork Locate and load
> Operating operating system
System
—
> Locate and load
Configuration configuration file
> File or
enter "setup” mode
— > P




ROM Functions

ROM
Bootstrap POST
show version X
Mini 1OS Console g
ROM
S°ma’e Monitor

Contains microcode for basic functions




Loading the Cisco IOS Image
from Flash Memory

=

Cisco
Console

10S

Flash

Cisco
10S

The flash memory file is decompressed into RAM.



Loading the Configuration

RAM NVRAM

Cisco

Console

Config

Load and execute the configuration from NVRAM.



SECTION SUMMARY

1. Router hardware components
2. Cisco Software components
3. Router memory

4. Router Initialization Steps.
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ROUTER ACCESS METHODS

= Directly using the console port
—No configuration needed on the router

= Telnet — over the network
—Network connection

—Network configuration on both ends (IP address, subnet mask,
etc.)

—Telnet password configured on router

= Modem (AUX.PORT on the router)

= Web access



Console

The console port is a management port that provides out-of-band access to a
router.

Examples of console use are:
—The initial configuration of the network device

—Disaster recovery procedures and troubleshooting where remote access is not
possible

—Password recovery procedures

Console Port = RJ-45
Connector

Rollover RJ-45 to DB-9 Computer
Cable Adapter



AUXILIARY

Auxiliary Port e RJ-45
Connector




Using HyperTerminal

& HyperT erminal

Connection Dezcnption EHE

Enter a name ahd choosze an icon for the connection:

MHame:

J File Edt “iew Go Favaoritesr Help _.ame
ICISCD

= [td }é EEy —QE-LI g lcon:

Eack Farward Up Cut Copy Pazte Undo e

J Address I[:I C:\Program Files\Accessones\HyperT emiinal

=

HyperTerminal

Hypertrm.exe
application

Match
serial port
on PC

ATET Mal  CompuSerle ypertrm

a%m.

Cancel |

Settings

Enter details for the phone number that you want to dial:

Country code: ILIniteu:I States of Amenica [1] j

Area code: 213

Phorne number: I

|:||rF'|'t to Com 2

aF. Cancel

COMZ2 Properties

Fuort Settings |

Bitz per zecond: ISEDD

L

Data bits: IB

L

Parity: |Nu:|ne

L

Stop bits: |1

L

Flow control; INDne

Kl

Advanced... |

Bestare Defaults |

Cancel | Spply



http://www.bbn.com/

AUX

= Another way to establish a CLI session remotely is via
a telephone dialup connection using a modem
connected to the router's AUX port.

= Similar to the console connection, this method does not
require any networking services

= The AUX port can also be used locally, like the console
port.

= Generally, the only time the AUX port is used locally
Instead of the console port is when there are problems
using the console port




Telnet and SSH

= Unlike the console connection, Telnet sessions require
active networking services on the device.

= A host with a Telnet client can access the z sessions
running on the Cisco device.

= The Secure Shell (SSH) protocol is a more secure
method for remote device access.

= SSH client software is not provided by default on all
computer operating systems.




Setup mode

——— System Configuration Dialog —-—-

Would you like to enter the initial configuration dialog? [yes/no]:

Y

At any peoint you may enter a question mark '?' for help.
Use ctrl-c¢ to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no

First, would you like to see the current interface summary? [vyes]:

no
Configuring global parameters:

.. text omitted ..

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]:

Building configuration...

[OK]

Use the enabled mode 'configure' command to modify this
configuration.

022P_227

- Permit the administrator to install a minimal configuration for a router
(appearedif no saved configuration, Ctrl-C to skip )




Setup Mode

= The router will enter setup mode when:

—The contents of NVRAM have been erased with the
“erase start” command

—\When the router is “out of the box” and has not
been Initially configured

—After deleting the backup configuration and
reloading the router

* You can make the router enter setup mode by
entering:

— Router#setup




SECTION SUMMARY

1. ROUTER ACCESS METHODS

— Console , AUXILIARY , TELNET , WEB
ACCESS

2. Using HyperTerminal
3. Telnet and SSH
4. Setup mode
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ROUTER Modes

+ User Exec mode

+ Privileged Exec mode end
+ Global configuration mode .
exit
+ Specific Configuration .
modes
Interface Router (config-if) #
Subinterface Router (config-subif) #
Controller Router (config-controller) #
Map-list Router (config-map-list) #
Map-class Router (config-map-class) #
Line Router (config-line) #
Router Router (config-router) #
IPX-router Router (config-ipx-router) #

Route-map Router (config-route-map) #




User EXEC Mode

= The user EXEC mode allows only a limited number of
basic monitoring commands.

= This is often referred to as a view only mode.

= The user EXEC level does not allow any commands that
might change the configuration of the router.

* The user EXEC mode can be identified by the > prompit.



Privileged EXEC Mode

= The privileged EXEC mode provides access to all router
commands.

= This mode can be configured to require a password.

= Configuration and management commands require that
the network administrator be at the privileged EXEC
level.

» Global configuration mode and all other more specific
configuration modes can only be reached from the
privileged EXEC mode.

= The privileged EXEC mode can be identified by the #
prompt.



Moving between the User EXEC and Privileged
EXEC Modes

I0S Modes

Eouter con is now available.
Press RETUEN to get started.

User Access Verification

Password:

Router> <€ User-Mode Prompt
Eouter>anable

Fassword:

Routeri - Privileged-Mode
Eonterfdisable

Eouter:> - User-Mode Prompt
Eouter=axit

Router

Click to see output from different devices.




Basic IOS command structure

= |dentify the basic command structure for IOS
commands

Basic |10S Command Structure

Router>ping 192.168.10.5

| [ ! |
Keyword or
Argument

| o N |

Router>show ip protocols

PROMPT COMMAND SPACE

Prompt commands are followed by a space and then the
keyword or arguments.



Using CLI help

= |dentify the types of help and feedback available while
using 10S and use these features to get help, take
shortcuts and ascertain success



Using CLI help

Command Syntax Check Help

The 10S returns a help message indicating that  The |0S returns a help message to indicate that
required keywords or arguments were left off the there were not enough characters entered for the

end of the command: command interpreter to recognize the command.
Switchifrclock set Switchife
% Incomplete command. % Ambicguous commarid: o'

Sgwitchfclock set 19:50:00

% Incomplete command.

The 10S returns a """ to indicate where the command
interpreter can not decipher the command:

Switchifclock set 19:50:00 25 &

B

% Invalid input detected at '"™' marker.



Using CLI help

Error Message

% Ambiguous

command : *command”’

$t Incomplete

command .

% Inwvalid input
detected at ™7

marker

Meaning

not enough characters
entered for the I0E to
recognize the command

not all of the required
keywords or arguments
were entered

cotmatd was entered
mcorrectly. The error
occurred where the
caret mark (™) appears.

Examples

Switchite
¥ Ambiguous command:'c'

Switch#eclock set
% Incomplete command.

Switchielock set
19:50:00 25 &

% Invalid input detected
at '"*' marker.

How to Get Help

Eeenter the command followed by a
question mark (71 with no space hetween
the command and the question marl

The possible keywords that vou can enter
with the command are displayed.

Eeenter the comntnand followed by a
gquestion mark (V) wath a space after last
word. The required keywords or
arguments are displayed.

Eeenter the corntnand followed by a
gquestion mark (¥ i a place pointed by
' yatl It can be also needed to delete
last keyword(s) or argument(s).




Abbreviated commands (Router and Switch)

Router# sh inter

Same as

Router# show interfaces



|OS "examination" commands

= |dentify the purpose of the show command and several
of its variations

10S show commands can provide information about the configuration, operation and status of
parts of a Cisco router.

Router#} show version

Y

RAM

Router# show flash Router# show interface

NVRAM

Y| Flash

Internetwork Operating System

Active Tables Backup Operating
Programs | Configuration and Configuration Systems
File Buffers File
A A A A
Router# show processes Router# show memory
CPU Router$# show stacks
Router$# show buffers

Router# show running-config

Router# show startup-config



EHMé$show flash
PCMCIA flash directory:
File Length Name/status
1 007232 cl1700-bnsy-1.212-11.p
[aD07298 bvtes used, Z2841e0 availlabhle, £28145¢
total |

eld44kK bytes of processor beara PCMCIA flash (Read
ONLY) ] . .
e This command will show all of the Cisco

|OS image files — not just the one that the
router booted from.

Might compare to a directory listing

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ




|OS software and features

= The naming convention for the different Cisco 10S releases contains
three parts:

—The platform on which the image runs
—The special features supportedin the image

—Where the image runs and whetherit has been zipped or

compressed . .
c2600-3Js-1 121-3.bin

A A T

Version Number (12.13)

File Format (relocatable;not compressed )

Feature Set (enterprise with extended capabilities)

Hardware Platform (2600)




Router up
time

Last restart
method

NVRAM SPACE

FLASH SPACE

show version Command

wg_ro_a#show version

Cisco Internetwork Operating System Software
I0S (tm) C2600 Software (C2600-JS-M), Version 12,0(8), RELEASE SOFTWARE (fcl

Copyright (c) 1986-1999 by cisco Systems, Inc. \ w
Compiled Mon 29-Nov-99 15:26 by kpma

Image text-base: 0x80008088, data-base: 0x80B081EQ

ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)

System image file

wg ro a uptime is 3 weeks, 2 days, 17 hours, 24 minutes )
System restarted by reload at 13:05:09 UTC Fri May 3 2002 & location
System image file is "flash:c2600-js-mz.120-8.bin"

cisco 2610 (MPC860) processor (revision 0x300) with 53248K/12288K bytes of memory.

Processor board ID JAD06090BMD (2719249260)

MB860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0. Number & type of

SuperLAT software (copyright 1990 by Meridian Technology Corp). .
P . PYrig Y ay Lorp interfaces on the
TN3270 Emulation software.

Basic Rate ISDN software, Version 1.1. router
1 Ethernet/IEEE 802.3 interface(s) /
2 Serial (sync/async) network interface(s)
1 ISDN Basic Rate interface(s)

32K bytes of non-volatile configuration memory.
'16384K bytes of processor board System flash (Read/Write) reg|Ster Sett|ng

Configuration

Configuration register is 0x2102 (will be 0x2142 at next reload)

022F 250




show version Command
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How a Router Boots up

I0S version

Router#show version
Cisco Internetwork Operating System Software

{105 {tm) C2600 Software [C 2600--vl), version 12.2(28), RELEASE SOF TVWARE (fcg

Technical Support: http:fwan cisco.comitechsupport
Copyright {c) 1986-2005 by cisco Systems, Inc.
Compiled Wed 27-Apr-04 19:01 by miwang

Image text-base: 0x8000808C, data-base; 0x80A1TFECC

Bootstrap version -

Model and CPU =

IROM: Systermn Bootstrap, Yersion 12 1(ari1 2. RELEAGE SOF 1 VWARE (TC1) i

Copyright (c) 2000 by cisco Systems, Inc.

ROM: C2600 Software {C2600-1-M), Version 12.2{28), RELEASE SOFTWARE (fc5)
Systemn returned to ROM by reload

System image file is "flash:c2600-i-mz.122-28 bin"

Amount of RAM  ~gt—————————d

Number and type of interfaces ¢

£C15C0 2621 (MPCab0) processor (fevision 0x200) with 604 16K/5120K bytes of memony

T TOCESo0l DoaTO I AL TOUN T o a2 0200 10 T0]
M860 processor: part number 0, mask 49

Bridging software.

A 25 software, Version 3.0.0.

2 FastEthernetlEEE 802 3 interface(s)

Amount of NVRAM s
Amount of Flash

2 Low-speed serial(syncfasync) network interface(s)

32K bytes of non-volatile configuration memory. |
-| 16384K bytes of processor board System flash gﬁeadfwrite] |

Configuration register is 0x2102
Router#




|OS loading control

Router use the following logic to load an I0S

Load minimized IOS from ROM based on the
config. Register setting for 0x2101 or 0x2100

Load the I0S based on the configuration of the
bootsystem command in the start —up config. File

Load the first IOS file in the flash
Load the I0OS file from TFTP server
Load minimized IOS from ROM



Boot system command

- beside the configuration register you can use the boot
system command to force booting location.

Router(config)# boot system flash
Router(config)# boot system rom

Router(config)# boot system tftp




Locating and Loading the I0S Image

Configuration Registers

Saved in NVRAM, the different settings of the configuration register allow modification
of the fundamental 105 software.

Y
FEouterfconfigure terminal
Fouter{config) {boot system flash TOS filename
Fouter {config) tboot system tftp IOS_filename tftp address
Fouter {config) #boot system ROM
[Ctrl-2]
Fouterficopy running-config startup-config

L]

Boot system commands not found in NVRAM

¥

L]
L]

Get default Cisco 105 software from TFTP server

L]

]
Get limited Cisco 10S software from ROM

Get default Cisco 10S software from Flash

Flash memory empty

TFTP server unavailable




Editing Commands

<CtrI><A>
<CtrI><E>
<Esc><B>
<Ctrl><F>
<CtrI><B>

<Esc><F>

Move to beginning of line
Move to the end of the line
Move back one word

Move forward one character
Move back on character

Move forward one word

$ Sign means that the line has scrolled to the left

To disable enhanced editing mode, type terminal no
editing at the privileged EXEC mode prompt.



Router Command History

Configure the Command History buffer

Cisco [0S CLI Command Syntax _

Enable terminal history. This command can be run from either user  Switchfterninal history
or privileged EXEC mode.

Configures the terminal history size. switchfterminal history size
The terminal history can maintain 0 to 256 command lines. 50

Resets the terminal history size to the default value of 10 command Sifitch#teminal no history
ines. size

Disables terminal history. switchiterminal no history
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